SAVORY MINDS
GET CERTIFIED | GET HIRED
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FROM ZERO TO PRO @ BREACH RESPONSE

No background? No problem. Trace threats. Simulate breaches
We'll train you like you're joining Experience cybersecurity like
tomorrow. you're in mission control.
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& REAL TIME THREATS

Learn how pros defend Fortune
500s. One mistake can cost
millions - Are You ready ??

MALWARE
ANALYST

. B
\ . o° 4

_~/" CAREER GROWTH
92% Placement Success

TOP RATED | MOST LOVED
Trusted by 70k+ Students

B

UST
/\/' ANY STUDENT | ANY STREAM I;rETING JOBS COUNT
ELELD No background needed {(% H
ANl
_~/" JOB-FOCUSED SKILLS
g_ﬂ_[l Learn what recruiters want




Real-time insights into
India’s cybersecurity landscape
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- SECURE YOUR FUTURE
WITH SCHOLARSHIPS!
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TOP 5 STUDENT PRIORITIES

— WHY SAVORY MINDS IS DIFFERENT

" AFFORDABILITY ]

Scholarships available
\

HANDS ov LEARNINGS ]

Real-time practicals |

Strong recruiter network

Accelerated tracks

[ JOBS & INTERNSHIPS]

COURSE DURATION j

Dedicated mentors & community

[ STUDENT SUPPORT J

IGNITE YOUR CYBER JOURNEY
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(9) Malware Analyst Job-Ready Certification 2025

India’s Top Rated & Career-Focused Cybersecurity Program-
Trusted by 70k+ students worldwide.

“Master the art of dissecting, analysing, and neutralizing malicious code to protect global
networks”

Tl Ooutcomes After Completion

Ability to analyze and reverse-engineer malware in sandbox and live environments

Skilled in identifying malware behavior, persistence mechanisms, and indicators of
compromise (10Cs)

Proficient with tools like IDA Pro, Ghidra, Wireshark, Volatility, and Hybrid Analysis
Capable of writing detailed malware analysis and threat intelligence reports

Ready to work in SOC, DFIR, threat hunting, and cyber forensics roles

Hands-on experience with real-world malware samples and lab simulations

@ Course Modules — What You’ll Learn

© Module 01: Introduction to Malware Analysis

e Understanding Malware Landscape (Viruses, Worms, Trojans, Ransomware, Rootkits,
RATSs)

o Types of Malware Analysis: Static, Dynamic, Hybrid

e Legal & Ethical Aspects of Malware Research

e Setting up an Isolated Malware Lab (VirtualBox, FlareVM, REMnux)

© Module 02: Operating Systems & Internals for Malware Analysts

¢ Windows Internals: Processes, Threads, Memory, Registry, APls

e Linux Internals: File System, Process Management, Shared Libraries
¢ Lab: Monitoring OS Behavior with Sysinternals Suite

e Tools: Process Hacker, ProcMon, Autoruns

© Module 03: Static Malware Analysis

e Extracting Metadata from Executables

e ldentifying File Signatures & Packers (PEiD, Detect It Easy)
e Strings Analysis (BinText, FLOSS)

e Disassembly Basics with IDA Free / Ghidra

100% Practical Labs Job-Oriented Approach © SAVORY MINDS



¢ Lab: Dissecting Real Malware Samples (Non-Harmful)
© Module 04: Dynamic Malware Analysis

e Behavior Monitoring in Sandboxes (Any.Run, Joe Sandbox)
e API Call Tracing (APl Monitor, Process Monitor)

e Registry & File Activity Tracking

e Network Activity Analysis with Wireshark / TCPView

e Lab: Running Malware in Controlled Environment

© Module 05: Reverse Engineering & Code Analysis

e Assembly Language Fundamentals

e Decompiling with Ghidra / IDA Pro

e Control Flow Graphs & Function Analysis

e Patch & Modify Executables (x64dbg, OllyDbg)
e Lab: Reverse-Engineering Malware Logic

© Module 06: Malware Evasion & Anti-Analysis Techniques

¢ Understanding Packers, Crypters, and Obfuscation
e Anti-VM & Anti-Debug Tricks

e Detecting and Bypassing Evasion

e Lab: Unpacking & Deobfuscating Real Malware

© Module 07: Memory Forensics for Malware

e RAM Acquisition Tools (FTK Imager, Dumplt)

e Analyzing Memory Dumps with Volatility

e |dentifying Injected Code & Hidden Processes

e Lab: Extracting Malicious Artifacts from Memory

© Module 08: Ransomware & Advanced Threats

¢ How Ransomware Encrypts Data

e Tracking Encryption Keys & Algorithms

e Case Study: WannaCry, REvil, LockBit

e Lab: Simulating & Analyzing Ransomware Behavior

© Module 09: Threat Intelligence & Malware Attribution
e Gathering 10C (Indicators of Compromise)
¢ Building YARA Rules for Detection

e Mapping Malware to MITRE ATT&CK
e Lab: Create & Test Custom YARA Rules
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© Module 10: Incident Response & Reporting

¢ Documenting Malware Analysis Reports

e Writing I0C Reports for SOC & CERT Teams

o Collaboration with Blue Teams & Law Enforcement
e Lab: Full Case Study from Sample to Report

2 By the end, you'll confidently apply for roles like:
Roles:

Malware Analyst

Threat Intelligence Analyst
Reverse Engineer

SOC Analyst — Malware Focus
Incident Response Specialist
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“What others are trying to teach, we are actually doing — live, real-time, with experts
who’ve fought real-world breaches."

Why Savory Minds Cert-Forge is a Game-Changer in any
Cybersecurity Certifications? (CertForge Vs Market)

Feature Typical Market Courses  Savory Minds — CertForge
Content Level Outdated, Copy-Paste, IPR-Protected, Real-World Attack Simulations,
YouTube-inspired PDFs Live Log Analysis, Actual Industry Toolkits
Trainers Freelancers, Fresh Graduates, India’s Top Industry Experts, Certified Hackers,
Trainers who never worked in Real-Time Security Professionals
industry
Learning Theoretical, PPT-heavy, lab Daily Live,100% Hands-on, Offensive + Defensive
Standard once a week. Modules, Daily Labs. Real-Time Threat Hunting
One-to-One WhatsApp doubt support or Personal Mentorship (1:1) + Doubt Clearance +
Mentorship generic group Zooms Weekly Progress Tracking + Mock Interviews
(Recruiter based)
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Recording Access

Tool Stack

Certifications

ChatGPT vs
CertForge

Support for
Placement

Pricing for (6-8
Months)

Learning Style

Community

Innovation & IP

Quality Vs
Quantity

Limited or paid separately

Kali Linux + Wireshark — no
explanation why tools matter

Made-up, No Value in Job
Market

Students run to ChatGPT
because classes are too shallow

Resume forwarding (no real
help)

80,000 —X1.2 Lakh for 4
Months.

Watch and forget

Telegram/Slack group (ghost
town)

Stolen or generic slides
everywhere

Batch wise (100-200 Students)
focused on quantity

Complete One year access to Every single
recorded Session

IDA Pro, Ghidra, Wireshark, Volatility, Hybrid
Analysis, Cuckoo Sandbox, PEiD, YARA.

Industry-Recognized Certificates with Placement
Endorsements

CertForge is so deep that even Chatgpt can’t
answer

Resume Building, Mock Interviews, Internal
Referrals + Industry Network Push

Student Scholarship price for Complete
certification @Scratch-Advanced Level:
Just $30,000/- only.
e Price may be slightly less for students
who wants to learn as a team (Min 5-10)
e The price varies for Working employees.
e Flexible instalment plans available.

Hack and Remember - Live Attacks, Capture the
Flag, Forensics, Incident Response Scenarios

Active Hacker Community, CTF Teams, Challenge
Boards, Career Support Pods

Built from Scratch with In-House Intellectual
Property — Nothing like this in India

Only 10-20 students per cohort (Limited)
We focus on quality not on quantity.

@ The real Impact that Students Felt in Cert-forge

o “Wait, 25,000 for all this? | spent 70K for a recorded CEH course!”
e “For the first time, | feel like I'm doing real cybersecurity — not just watching

videos.”

e “lgot ajob before even completing the full certification path!”

Visit: www.savoryminds.com/certforge for more real reviews

100% Practical Labs
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http://www.savoryminds.com/certforge

Introducing Job Forge. No more chasing fake referrals & falling into
placement scams.

“If you’ve ever wondered where to apply or what roles are even available in cybersecurity,
JobForge brings you the complete answer — with real-time job access, recruiter chats, and
placement tracking all under one platform”

Say goodbye to confusion about where and how to apply for cybersecurity jobs.

Introducing Job Forge — a revolutionary job portal where students can directly connect with
verified recruiters from both Indian and international organizations. With 40,000+ active
vacancies, you’ll never be left guessing about your next opportunity.

No hassle of LinkedIn referral requests
No middlemen or fake consultancies
Full handholding support until you get placed

Built-in access to private, government, and global cyber job listings

(%% For the first time ever, cybersecurity hiring is simplified.

From entry-level roles to government agency recruitments (which happen every 6 months
with salaries starting at ¥4 LPA and going up to X25 LPA), Job Forge maps everything for
you — including positions through NCRDC, MEITY, MHRD, NAASCOM, NIXI etc lists, elite
private firms, and international opportunities.

I Your job journey doesn’t end with learning — it begins with JobForge.
No confusion. No chaos. Just real results.

@ Who Should Join? (No prior experience needed)

Cybersecurity enthusiasts wanting to specialize in malware analysis
SOC analysts aiming to enhance threat detection skills

DFIR (Digital Forensics & Incident Response) professionals

Ethical hackers expanding into reverse engineering

Computer science and IT students seeking niche expertise

Security researchers focusing on malware trends and threat intel

V VV VY V VY
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Experience First. Decide Later

“Pehle Seekho, Phir Socho.”
(First, learn. Then decide.)

At Savory Minds, we believe that education should come first — not money.
That’s why we welcome every student to attend 1 full week of live classes absolutely free.
No hidden charges. No pressure.

Why do we do this?
Because we’ve seen it in every batch — students joined after they experienced the value. We
want serious students who want to change their lives, not just chase certificates.

@ Don’t hold back because of money/fear.

“Everyone earns money, but only those who want change invest in real learning”

We don’t judge any student based on financial background. If you’re passionate, we’ll
support you till you're placed. Our goal is not just to teach — but to help you settle once for
all, with a real career, not endless job searching.

@ Final Thought:

“A wise person doesn’t just make fast decisions — they make the right ones after
understanding”. Attend | Experience | Decide. We’re not here to sell dreams — we’re here
to build your reality.

What You’ll Get:

1-Week Free Live Cybersecurity Classes

Talk to real students already learning here
Check job roles, certifications & career support
All info is open & transparent — nothing hidden

Connect directly with our team for guidance
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How to Start:

@ Click on “Apply Now” on https://www.savoryminds.com/certforge/cohort to attend free

live classes and start your career in cyber security today!
. Or call us directly to talk to our coordinator for more doubts

Contact:

G. Nikitha | Head Co-Ordinator | +91 80744 86584 | SAVORY MINDS

Wishing all students the very best!

Regards

Dr. M ABHAY KUMAR | Chief Secretary | +91 90144 81329 | SAVORY MINDS
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JOK+ STUDENTS
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THE NATION IS SPEAKING.
SAVORY MINDS IS BEING HEARD.
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