SAVORY MINDS

BUILD SKILLS.

BUG BOUNTY HUNTER

FIND BUGS. EARN REWARDS. MAKE AN IMPACT.

Learn the mindset, skills and methodology to find real-world vulnerabilities,
report responsibly and from top bug bounty platforms.
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LIVE TRAINING BY
WORKING PROFESSIONALS
Learn from real bug hunters
with years of experience.

HANDS-ON PRACTICAL
APPROACH
Real labs, real bugs,
real learning.

END-TO-END BUG
BOUNTY JOURNEY
From basics to reports -
we cover it all.

CERTIFICATE OF
COMPLETION
Industry-recognized
completion certificate.

SUPPORT & GUIDANCE
THROUGHOUT

Get help in reporting, tools,
writeups & career.

COURSE STRUCTURE - 12 MODULES

01

INTRODUCTION TO
BUG BOUNTY

+ What is Bug Bounty?

« Bug Bounty Process

- Scope, Rules &
Engagement

+ Mindset of a Bug Hunter

DURATION: 3 HRS

07

ADVANCED WEB
ATTACKS
« XSS (Stored, Reflected,
DOM)
- CSRF
- Open Redirects

02

RECONNAISSANCE
& INFORMATION
GATHERING
+ Passive Recon Technigues
+ Subdomain Enumeration

« DNS & |P Enumeration
+ Tools: Amass, Subfinder,
Assetfinder

DURATION: & HRS

08

BUSINESS LOGIC
FLAWS

+ Logic Flaw Techniques
- Race Conditions

- Coupon Abuse

+ Multi-step Exploits

03

WEB APPLICATION
FUNDAMENTALS

+ How Websites Work?

- HTTP/HTTPS Basics

« Cookies, Sessions,
Headers

+ Developer Tools

DURATION: 5 HRS

09

AP! & MOBILE
APPLICATION TESTING

+ API Fundamentals
« REST API Testing
« Graph(L Basics

- Mobile App Basics

04

VULNERABILITY
ASSESSMENT BASICS

« OWASP Top 10 Overview

+ Vulnerability Types

+ ldentifying Parameters

+ Manual vs Automated
Testing

DURATION: & HRS

10

REPORT WRITING
LIKE A PRO

- Writing Impactful Reports
« PoC & Reproduction Steps
« Severity & CVSS Score

+ Getting Bounty Paid

05

OWASP TOP 10
DEEP DIVE

« Injection Flaws

+ Broken Authentication
« Sensitive Data Exposure
= XXE, SSRF, LFI, RFI

+ And more...

DURATION: 12 HRS

1

REAL-WORLD CASE
STUDIES

- Live Bug Bounty Reports
» HackerOne Case Studies
» Bug Hurting Walkthroughs
* Learn from Top Hunters

06

AUTHENTICATION &
AUTHORIZATION
TESTING

« Login Pages Testing

- Brute Force & Rate Limit
- |IDOR

« Privilege Escalation

DURATION: 7 HRS

[V

BUG HUNTING
PRACTICE & CAREER
GUIDANCE

* Hunt on Live Programs

- Tips to Stay Consistent
- Portfolio & Career Path

- 85T
DURATION: 2 HRS

« Building Reputation

DURATION: © HRS DURATION: & HRS DURATION: 4 HRS DURATION: © HRS DURATION: & HRS

12+
MODULES

80+ HRS

OF LIVE TRAINING

HANDS-ON
LABS & PRACTICE

REAL BUGS
REAL IMPACT

LIFETIME
MENTOR SUPPORT

TOOLS YOU WILL MASTER
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WHAT YOU WILL ACHIEVE

Find and report real-world vulnerabilities
Earn rewards and recognition
Master tools and techniques used by top hunters
“i Build a strong profile on bug bounty platforms
Start your career as a professional bug bounty hunter

WHO CAN JOIN?
Students & Freshers
Cybersecurity Enthusiasts
Developers & Testers
IT Professionals
Anyone passionate about cybersecurity

No PPTs. Only practical,
hands-on learning.

24/7 doubt solving &
mentor guidance.

HUNT BUGS. GET PAID. CREATE IMPACT.

Learn, report, earn
and grow.

Get guidance for top bug
bounty platforms.
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