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FROM ZERO TO PRO
No background? No problem.
We'll train you like you're joining
tomorrow.
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@ REAL TIME THREATS

Learn how pros defend Fortune
500s. One mistake can cost
millions - Are You ready ??

CYBERSECURITY
ISN'T A CHOICE
ANYMORE !
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92% Placement Success

TOP RATED | MOST LOVED
Trusted by 70k+ Students
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No background needed

JOB-FOCUSED SKILLS
Learn what recruiters want
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ANY STUDENT | ANY STREAM

GET CERTIFIED | GET HIRED

@ BREACH RESPONSE

Trace threats. Simulate breaches
Experience cybersecurity like
you're in mission control.
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Real-time insights into
India’s cybersecurity landscape
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TOP 5 STUDENT PRIORITIES

— WHY SAVORY MINDS IS DIFFERENT

Scholarships available

Real-time practicals
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" AFFORDABILITY ]

[ JOBS & INTERNSHIPS

Strong recruiter network

Accelerated tracks

[ COURSE DURATION ]

Dedicated mentors & community

[ STUDENT SUPPORT J

IGNITE YOUR CYBER JOURNEY
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() Jr. Pentester Job-Ready Certification 2025

India’s Most Trusted & Career-Focused Cybersecurity
Program

As cyber-attacks increase, companies need smart professionals to protect their systems. This
Pentester program will turn you into that expert — step by step.

Bl outcomes After Completion

Perform full-scope pentests on web, network, and systems

Identify, exploit, and report vulnerabilities professionally

Use tools like Burp Suite, Metasploit, Nmap, Wireshark, Aircrack-ng, etc.
Build a pentesting lab and simulate attacks

Apply for roles in top cybersecurity firms or work independently

@ Course Modules — What You’ll Learn

Each module includes tools, hands-on labs, and real-world exploitation tasks.

¢ Module 01: Introduction to Ethical Hacking & Pentesting

e What is Ethical Hacking & Why is it Needed?

¢ Difference Between Pentester vs Bug Bounty

e Black Box, White Box, Gray Box Testing

e Legal Frameworks, Hacker Mindset

e Career Roadmap: How to Become a Pentester

e Lab Setup (Kali Linux, Burp Suite, OWASP Broken Apps)

¢ Module 02: Networking & Protocols for Hackers

e OSI Model & TCP/IP for Attackers

e Subnetting, DNS, NAT, IP Spoofing

e Network Scanning Techniques

o Packet Crafting with Scapy

e Hands-on: Wireshark Packet Analysis

e Live Lab: Port Scanning with Nmap + Nmap Scripting Engine (NSE)

100% Practical Labs Job-Oriented Approach © SAVORY MINDS



¢ Module 03: Linux & Windows Fundamentals for Pentester

e Command Line Mastery (Linux + Windows)

e File, User, and Service Enumeration

e Bash, PowerShell, and Scripting Basics

e System Enumeration Tools: netstat, task list, services. MSc
e Lab: OSINT & Enumeration from both OS environments

¢ Module 04: Information Gathering & Reconnaissance

e Passive Recon (Whois, Shodan, Google Dorks)

e Active Recon (Nmap, Netcat, WhatWeb, Wappalyzer)
e Subdomain Enumeration (Amass, Subfinder)

e Metadata Extraction (Exiftool, FOCA)

e Live Bug Recon Strategies for Bounty Platforms

e Practical Lab: Target Profiling & Scope Analysis

¢ Module 05: Vulnerability Scanning & Manual Testing

e Vulnerability Lifecycle & Common Types

e Scanners: Nessus, OpenVAS, Nikto, Nuclei

e Interpreting Scan Reports

e Manual vs Automated Testing

e Common CVEs and OWASP Top 10

e Lab: Vulnerability Enumeration on Target VM

¢ Module 06: Web Application Pentesting (Advanced Focus)

e Deep Dive: OWASP Top 10 + Beyond

e SQL Injection, XSS, CSRF, SSTI, IDOR

e Broken Access Control, Auth Bypass

e File Upload Bypass, RCE, Path Traversal
¢ Manual Testing with Burp Suite

e Labs: DVWA, Juice Shop, WebGoat

e Bonus: Bug Bounty Tactics for Web Apps

100% Practical Labs Job-Oriented Approach

© SAVORY MINDS



¢ Module 07: Network Pentesting & Exploitation

e Internal vs External Network Testing

e Port Forwarding, Pivoting, and VPN Exploits

e NetBIOS, SMB, SNMP, FTP Attacks

e MITM Attacks: ARP Poisoning, DNS Spoofing

e Lab: Cracking Network Protocols & Exploiting Shares

e Tools: Responder, Bettercap, Metasploit, CrackMapExec

¢ Module 08: System & OS Exploitation (Windows + Linux)

e Privilege Escalation on Linux (SUID, Kernel Exploits)

e Privilege Escalation on Windows (Token Abuse, Registry)
e Windows LPE with Metasploit, PowerSploit

e Linux LPE with LinPEAS, GTFOBIins

o Post Exploitation: Extracting Hashes, Data Dump

e Lab: Capture the Flag with Post-Exploitation

¢ Module 09: Web Shells, Payloads & Malware Basics

¢ Introduction to Shells: Reverse, Bind, Meterpreter
e Web Shell Upload & Execution Techniques

e Obfuscation & Evasion Basics

¢ Generating Payloads with MSFVenom

¢ Antivirus Bypass Techniques

e Lab: Deploying Custom Shells on Target

¢ Module 10: Wireless Pentesting & Attacks

e Wi-Fi Protocol Basics

e Attacking WPA/WPA2 Networks

e Evil Twin, Deauth Attacks

e Cracking Wi-Fi Passwords with Aircrack-ng Suite
e Lab: Capturing & Cracking WPA Handshake

e Bonus: Bluetooth & IoT Exploits

100% Practical Labs Job-Oriented Approach
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¢ Module 11: Reporting, Communication & Soft Skills

How to Document a Vulnerability

Building a Pentest Report (Screenshots, CVSS, Proofs)
Templates for Bug Bounty Reports

Communication with Clients / Platforms

Tools: Dradis, Markdown, PDF Builder

Sample Reports: Web App + Network + Bug Bounty

¢ Module 12: Final Red Team Simulation + Job Readiness

Full Simulation: Recon to Exploitation

Realistic Target + Report Submission

Resume Building for Pentesters

Portfolio Building (TryHackMe, HackTheBox, VulnHub)

Job Guidance: Resume, Interview Q&A, LinkedIn Optimization

2 By the end, you'll confidently apply for roles like:

Roles:

v

AN NN

Jr. Penetration Tester

VAPT Consultant
Application Security Analyst
Bug Bounty Hunter

Red Team Associate

“What others are trying to teach, we are actually doing — live, real-time, with experts
who’ve fought real-world breaches."

100% Practical Labs Job-Oriented Approach
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Why Savory Minds Cert-Forge is a Game-Changer in any
Cybersecurity Certifications? (CertForge Vs Market)

Feature Typical Market Courses  Savory Minds — CertForge
Content Level Outdated, Copy-Paste, IPR-Protected, Real-World Attack Simulations,
YouTube-inspired PDFs Live Log Analysis, Actual Industry Toolkits
Trainers Freelancers, Fresh Graduates, India’s Top Industry Experts, Certified Hackers,
Trainers who never worked in Real-Time Security Professionals
industry
Learning Theoretical, PPT-heavy, lab Daily Live,100% Hands-on, Offensive + Defensive
Standard once a week. Modules, Daily Labs. Real-Time Threat Hunting
One-to-One WhatsApp doubt support or Personal Mentorship (1:1) + Doubt Clearance +
Mentorship generic group Zooms Weekly Progress Tracking + Mock Interviews
(Recruiter based)
Recording Access Limited or paid separately Complete One year access to Every single
recorded Session
Tool Stack Kali Linux + Wireshark — no Full Toolkit Training: ELK Stack, OSINT, SIEM,
explanation why tools matter Splunk, Kali linux, Parrot, Metasploit, Nmap,
Nessus, etc. with real cases
Certifications Made-up, No Value in Job Industry-Recognized Certificates with Placement
Market Endorsements
ChatGPT vs Students run to ChatGPT CertForge is so deep that even Chatgpt can’t
CertForge because classes are too shallow answer
Support for Resume forwarding (no real Resume Building, Mock Interviews, Internal
Placement help) Referrals + Industry Network Push
Pricing for (6-8 80,000 — X1.2 Lakh for 4 Student Scholarship price for Complete
Months) Months. Pentesting @Scratch-Advanced Level:

100% Practical Labs

Job-Oriented Approach

Just X30,000/- only.
e Price may be slightly less for students
who wants to learn as a team (Min 5-10)
e The price varies for Working employees.
e Flexible instalment plans available.

© SAVORY MINDS



Learning Style Watch and forget Hack and Remember - Live Attacks, Capture the
Flag, Forensics, Incident Response Scenarios

Community Telegram/Slack group (ghost Active Hacker Community, CTF Teams, Challenge
town) Boards, Career Support Pods

Innovation & IP Stolen or generic slides Built from Scratch with In-House Intellectual
everywhere Property — Nothing like this in India

Quality Vs Batch wise (100-200 Students) Only 10-20 students per cohort (Limited)

Quantity focused on quantity We focus on quality not on quantity.

@ The real Impact that Students Felt in Cert-forge

e “Wait, X25,000 for all this? | spent 70K for a recorded CEH course!”
e “For the first time, | feel like I'm doing real cybersecurity — not just watching
videos.”

e “lgot ajob before even completing the full certification path!”

Visit: www.savoryminds.com/certforge for more real reviews

Introducing Job Forge. No more chasing fake referrals & falling into
placement scams.

“If you’ve ever wondered where to apply or what roles are even available in cybersecurity,
JobForge brings you the complete answer — with real-time job access, recruiter chats, and
placement tracking all under one platform”

Say goodbye to confusion about where and how to apply for cybersecurity jobs.

Introducing Job Forge — a revolutionary job portal where students can directly connect with
verified recruiters from both Indian and international organizations. With 40,000+ active
vacancies, you’ll never be left guessing about your next opportunity.

No hassle of LinkedIn referral requests
No middlemen or fake consultancies
Full handholding support until you get placed

Built-in access to private, government, and global cyber job listings

100% Practical Labs Job-Oriented Approach © SAVORY MINDS


http://www.savoryminds.com/certforge

(%% For the first time ever, cybersecurity hiring is simplified.

From entry-level roles to government agency recruitments (which happen every 6 months
with salaries starting at X4 LPA and going up to 325 LPA), Job Forge maps everything for
you — including positions through NCRDC, MEITY, MHRD, NAASCOM, NIXI etc lists, elite
private firms, and international opportunities.

I Your job journey doesn’t end with learning — it begins with JobForge.
No confusion. No chaos. Just real results.

@ Who Should Join? (No prior experience needed)

Students/Freshers with Cybersecurity Interest
Job Seekers targeting Pentester or VAPT roles
IT Professionals switching domains

Ethical Hackers & Bug Bounty Beginners
Anyone Passionate About Offensive Security

YV V.V V V

Experience First. Decide Later

“Pehle Seekho, Phir Socho.”
(First, learn. Then decide.)

At Savory Minds, we believe that education should come first — not money.
That’s why we welcome every student to attend 1 full week of live classes absolutely free.
No hidden charges. No pressure.

Why do we do this?
Because we’ve seen it in every batch — students joined after they experienced the value. We
want serious students who want to change their lives, not just chase certificates.

@ Don’t hold back because of money/fear.

“Everyone earns money, but only those who want change invest in real learning”

We don’t judge any student based on financial background. If you’re passionate, we’'ll
support you till you're placed. Our goal is not just to teach — but to help you settle once for
all, with a real career, not endless job searching.

100% Practical Labs Job-Oriented Approach © SAVORY MINDS



@ Final Thought:

“A wise person doesn’t just make fast decisions — they make the right ones after
understanding”

Attend. Experience. Decide. We’re not here to sell dreams — we’re here to build your
reality.

What You’ll Get:

1-Week Free Live Cybersecurity Classes

Talk to real students already learning here
Check job roles, certifications & career support
All info is open & transparent — nothing hidden

Connect directly with our team for guidance

How to Start:

@ Click on “Apply Now” on https://www.savoryminds.com/certforge/cohort to attend free

live classes and start your career in cyber security today!

. Or call us directly to talk to our coordinator for more doubts
Contact:

G. Nikitha | Head Co-Ordinator | +91 80744 86584 | SAVORY MINDS

Wishing all students the very best!

Regards

Dr. M ABHAY KUMAR | Chief Secretary | +91 90144 81329 | SAVORY MINDS

100% Practical Labs Job-Oriented Approach © SAVORY MINDS
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THE NATION IS SPEAKING.
SAVORY MINDS IS BEING HEARD.

[ SIGNAL RECEIVED ]

THEY MADE '

HACKING JOYFUL _
SOURCE: B.TECH, AP TREC SN J%iw
VERIFICATION: v N ‘jﬁ?u“

[ SIGNAL RECEIVED ]

FROM ZERO
TO HERO

SOURCE: B.COM, GUJARAT
VERIFICATION: v

[ SIGNAL RECEIVED ]

MORE REAL THAN
ANY COLLEGE CLASS -

SOURCE: B.SC, MAHARASHTRA
VERIFICATION: v

[ SIGNAL RECEIVED ]

CHANGED MY
WHOLE CAREER
TRAJECTORY

BCA, DELHI
VERIFICATION: v



